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Introduction

Asapresidential candidate, Barack Obama recognized the potential of Information
Technology (IT) to play atransformative role in our government and in our lives. Ina
major position paper, his campaign said:

Barack Obama understands that we must use all available technologies and
methods to open up the federal government, creating a new level of transparency
to change the way business is conducted in Washington and giving Americans the
chance to participate in government deliberations and decision making in ways
that were not possible only afew years ago. To achieve this vision, Barack
Obama will encourage the deployment of the most modern communications
infrastructure. In turn, that infrastructure can be used by government and business
to reduce the costs of health care, help solve our energy crisis, create new jobs,
and fuel our economic growth.*

Thisisacompelling vision, but given the current state of IT in the federal government, it
will be avery difficult one to deliver. In thiseditorial, | am going to examine the
challenges that President Obamawill have delivering on his promise. | will also make
some specific suggestions on how his administration should proceed. However, before |
discuss how federal 1T needsto change, | need to look at the current state of federal IT.

The State of Federal IT

The challenge of creating large complex mission critical federal IT systems has proved
intractable. While the total number of magjor IT projects in the U.S. Government has
remained relatively constant over the last three fiscal years, the number of these projects
that are considered troubled (that is, either not “well planned” or not “well managed” or
both) has risen at an alarming rate. These trends can be seen in Figure 1, with data taken
from the 2009 U.S. Budget®.
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Figure 1. Troubled Major Federal IT Projects

Asshown in Figure 1, the total number of major federal IT projects hasremained at a
relatively constant 800 projects over the last three fiscal years. However the number of
these that are troubled has risen from 30% in FY 2007 to 43% in FY 2008 to 66% in FY
2009. In absolute dollars, this means that of the $71 billion in federal IT investments,
someplace around $47 billion isinvested in projects that are at risk.

Thisanalysis most likely underestimates the problem because it only considers projects
that are officially over-budget or behind schedule. A large number of federal projects
manage to stay on budget and on schedule by a process known as rebaselining, that is,
redefining targets and schedul es after a project has missed previously defined targets and
schedules.

The rebaselining process is surprisingly common in the federal government. According to
arecent General Accounting Organization (GAO) report:

...we project that 48 percent of the federal government’s mgjor IT projects have
been rebaselined for several reasons, including changesin project goals and
changesin funding. Of those rebaselined projects, 51 percent were rebaselined at
least twice, and about 11 percent were rebaselined 4 times or more.

In other words, of the $71 billion in federal IT investments, the estimate of $47 billion
landing in troubled investments is almost certainly too low. If one includes projects that
escaped the “troubled” label through rebaselining, the troubled investments could total
$60 billion or more.

Indirect Costs of Challenged Federal IT Projects

The direct costs of challenged federal IT projects are clearly high, but the indirect costs
are much higher.

Asan example, consider the IRS mission critical information system, the Electronic
Fraud Detection System (EFDS). Between 1994 and 2005, the IRS spent $185 million on
EFDS. This system had multiple problems and was abandoned in 2006*.



Approximately $185 million was lost on this project in direct costs. However the indirect
cost to the U.S. taxpayer was much higher. In September 2008 the Treasury Inspector
Genera for Tax Administration estimated that the federal government lost approximately
$894 million in fraudulent refunds during 2006 because the EFDS was not operational®.

In other words, the IRS lost $185 million in direct costs and $395 million in indirect
costs. Thisisaratio of indirect cost to direct cost of 4.8:1. If this ratio holds true for the
rest of the challenged federal IT projects, then the $60 billion costs mushrooms to $289
billion.

Thisratio may seem high, but it is, in fact, typical. In the private sector, thisis known as
“lost opportunity costs’, and these costs usually far outweigh the direct cost of the IT
failure.

Of course, not all of thisindirect cost will be because of lost tax revenue. Some of it will
come from criminals entering the United States illegally because of failuresin the
Department of Homeland Security’ s U.S. Visitor and Immigrant Status Indicator
Technology program’. Some of it will come from identity theft because of widespread
failures to encrypt sensitive information®. Some of it will come from troubled financia
markets because of failuresin the information systems of the Securities and Exchange
Commission®. Thelist isfrighteningly long.

The bottom lineis that while we will never know for certain how much these challenged
federa IT systems are costing, we can be sure that this cost is very, very high.

Efforts to Improve Federal IT

The challenges of creating effective federa IT systemsis not news. The General
Accounting Office issues a new report highlighting some challenged area of federal IT
approximately every ten days. Very few governmental agencies escape GAO scrutiny.

There have been two mgjor initiatives to help the federal government improve its ability
to manage IT. Thefirst is accounting. The second is architectural.

The accounting approach to IT management goes under the name of Earned Value
Management (EVM). When a project begins, it creates atime line. At regular intervals,
predictions are made about how much money will be spent and what deliverables are
expected. Theratio of expenditure to deliverablesis called “earned value.”

A project that reaches a given time point spending the expected budget and receiving the
expected deliverables has agood EVM index. A project that reaches a given time point
and exceeds its expected budget or receives less than its expected deliverablesisin
danger of falling behind schedule. A project that reaches a given time point both
overspending its budget and not receiving expected deliverables (the all too common
case) isin serious trouble. Close monitoring of the EVM is used to spotlight troubled
projects.



There are three problems with the use of EVM metrics in the federal system. The first
problem with EVM isthat the use of rebaselining, discussed earlier, makes this metric
unreliable. The second problem with EVM isthat while it might help us better understand
the direct cost of the challenged projects, it does not help us understand the much higher
indirect costs. The third problem with EVM isthat whileit can theoretically do a good
job of pointing out projectsin trouble, it does nothing to keep the project from getting in
troublein thefirst place. Building IT systems that do not get in trouble should be our first
priority.

The architectural approach to addressing federal IT challenges goes under the name of
Federal Enterprise Architecture (FEA). | have discussed the FEA in depth in awhite
paper’®, so | will not repeat that here. | will simply point out two salient points.

Thefirst isthat FEA is an expensive project. Its requirements extend to every federal
agency. While | have never seen cost estimates for the entire FEA, based on the scope it
must be in the hundreds of millions of dollars.

The second is that most of the pieces of FEA were put in place by 2006 and the use of
FEA throughout the federal government has been steadily expanding since then. If FEA
was going to be successful, we would expect to see areduction in troubled projects
beginning in 2006. We have not seen this. As | discussed earlier, the number of troubled
projects has been increasing, not decreasing, since 2006.

So we see that to date the government has taken a two-pronged approach to dealing with
troubled IT. Thefirst, EVM, is an accounting approach. The second, FEA, isan
architectural approach. And while both of these seem to be useful, the cost of troubled IT
proj ects continues to increase. Something more is needed.

President Obama’s Challenge

Against this backdrop, President Obama has specifically highlighted two areas for his
new technology initiatives. Thefirst is healthcare. The second is better integration
between the Veteran’s Administration and the Department of Defense. Both of these
areas have cautionary tales to which the new administration is advised to pay heed.

Let’s start with health care. According to candidate Obama’ s position paper,

A key feature of Barack Obama’s health care plan is the use of technology to
lower the cost of health care. Most medical records are still stored on paper,
which makes them difficult to use to coordinate care, measure quality, or reduce
medical errors. Processing paper claims also costs twice as much as processing
electronic claims. Barack Obamawill invest $10 billion ayear over the next five
years to move the U.S. health care system to broad adoption of standards-based
electronic health information systems, including electronic health records™.



This planis strikingly similar, both in intent, scope and cost, to a British plan known as
National Programme for Information Technology (NPfIT). NPfIT isrun by the United
Kingdom’s National Health Service (NHS). Asthe NHS describes NPfIT systems,

A key aim of the National Programme [NPfIT] isto give healthcare professionals
access to patient information safely, securely and easily, whenever and wherever
it is needed. The National Programme is an essential element in delivering The
NHS Plan. It is creating a multi-billion pound infrastructure which will improve
patient care by enabling clinicians and other NHS staff to increase their efficiency
and effectiveness'.

To date, NPfIT has been a case study in IT failure and this shows no sign of changing. |
have written about NPfIT extensively in my recent book™ and | will not rehash it here.
Sufficeit to say that it will probably cost somewhere between $40-100 billion and earn
the dubious distinction of being the world’s most costly IT failure. The Obama
administration iswell advised to study what went wrong with NPfIT before embarking
on asimilar venture.

The other initiative candidate Obama mentioned is better integration between the
Veteran’'s Administration and the Department of Defense. His position paper said,

Obamawill make the V eterans Health Administration, the nation’s largest
integrated Paid health system, amodel in the use of technology to modernize and
improve health care delivery. To ensure that veterans get the best care possible, he
will improve el ectronic records interoperability between the Pentagon and VA,
expand effectiveness research, promote wellness programs, and use technol ogy to
improve the accountability for performance and quality.™®

The National Defense Authorization Act for Fiscal Y ear 2008 aready requires the
Department of Defense and Department of Veterans Affairs to accel erate the exchange of
health information and devel op interoperability between their systems. However, this
effort has been troubled from the beginning. The General Accounting Office (GAQO) has
repeatedly highlighted problemsin this effort, most recently in September, 2008

In addition, both the Department of Defense and the Veteran’s Administration have
historically been two of the most challenged federal agenciesin terms of their ability to
deliver any successful IT project, never mind one requiring interoperability between the
two agencies. Of the 60 major IT projects currently underway at the Department of
Defense and of the 40 magjor IT projects currently underway at the Veteran's

Admini stlgati on, every one has been placed on the GAO's Management Watch List for
high risk™.

If the Obama administration is going to make the Veteran’s Administration “amodel in
the use of technology to modernize and improve health care delivery” it will need to start
by looking carefully at why recent efforts have been so troubled.



The Federal Chief Technology Officer

The Obama position paper promised to appoint a Chief Technology Officer (CTO) for
the federa government. This person will work “with chief technology and chief
information officers of each of the federal agencies, to ensure that they use best-in-class
technol ogies and share best practices™ .

Having asingle CTO for the federal government is agood idea. Clearly, the difficulties
of delivering successful IT projects extend far beyond any one agency. The CTO’s
position could address this problem across the entire federal government.

The first thing the CTO needs to do istry to understand why we see the same problem
occurring repeatedly across a highly diverse collection of federal agencies. The
Department of Homeland Security has 28 major projects on the Management Watch List.
The Department of Education has 11. It is hard to imagine two agencies that have lessin
common, yet they both seem to be struggling with the same basic issue. In total, 352
major federal IT projects are on the Management Watch List. Could there be some factor
that they al have in common?

Factor X

Let’s assume that there isa single factor that is causing all of these problems across al of
these agencies. Let’s call thisfactor Factor X. Here is what we know about Factor X:

e Factor X iscosting the U.S. taxpayers many tens of billions of dollarsin direct
costs and many times that in indirect costs.

e Factor X isreducing our ability to respond to terrorist threats (28 projects of the
Department of Homeland Security are on the Watch List.)

e Factor X isreducing the effectiveness of our military forces (63 projects of the
Department of Defense are on the Watch List.)

e Factor X isthreatening the health of our citizens (29 projects of the Department of
Health and Human Services are on the Watch List.)

e Factor X isreducing our ability to monitor volatile financia institutions (e.g.
major failures in the Securities and Exchange Commission.)

e No branch of the U.S. Government is safe from the debilitating effects of Factor
X.

¢ None of the tools or methodologies in use today by the federal government have
been able to protect us against Factor X.

If al of these assertions about Factor X are true, does it not make sense that the
identification and elimination of Factor X should be one of our highest national
priorities? And if Factor X turns out to be within the purview of the Chief Technology
Officer of the United States Government, does it not make sense that Factor X should
demand this person’s complete and undivided attention?

| believe that Factor X does exist. Its name is complexity.



Complexity is the single factor that unites all of these troubled IT systems. It istheone IT
issue that cuts across every federal agency from State to Treasury. It is the common
enemy that attacks our health systems with the same relentlessness as it attacks our
financial systems. If we could find an antidote to federal 1T complexity, we could
simultaneously reduce our tax burden, increase our security, and improve the
effectiveness of our government in almost every area.

Critical Questions

There are then two critical questions. First, isit really true that complexity isthe elusive
Factor X? And second, is there a reasonable possibility that we could find an effective
way to address complexity? If the answer to both of these questionsis yes, then we need
to givethisissue avery high priority

The answer to thefirst question is clearly yes. Complexity is an increasingly serious
problem in both private and public sector. A recent article in CIO magazine described the
problem:

Within IT, factors that increase complexity include outsourcing management, the
adoption of Web and consumer technologies, support for mobile workforces,
devel oping and managing technology architectures and governance for those
workforces, and ensuring security in a distributed environment.

Outside of IT'sdirect control, complexity isincreased by the requirements of
compliance, the need to support global business, and the speed and depth of
access to information demanded by your customers and your partners.

ClOs can -- with difficulty -- handle these challenges individually, one at atime.
But in the real world ClOs face many, if not all, of these chalenges, all at once,
over and over®,

These factors all contribute to federal IT complexity. In addition, federal programs must
cope with increasingly complex situations such as financial regulation, tax laws, and
defense. Thereislittle doubt that complexity isafactor that is shared by al of the
troubled federa IT systems. In fact, it isthe only factor I can think of that is common to
all of these systems. Therefore complexity looks like our best candidate for Factor X.

The next question is, does a potential solution exist?

The current federal approaches have shown some promise. FEA isidentifying potential
areas for consolidation. EVM isgiving us away to identify problems earlier on in their
delivery cycle. And the GAO isdoing an excellent job of helping us understand where
problems exist. But it is clear that something else is needed. If there is an antidote for
complexity, we need to find it. There is far too much at stake to ignore this issue.

Let me start by suggesting some basic requirements for any hypothetical antidote for
federa IT complexity.



e Theantidote must be fully focused on the issue of complexity. We have other
antidotes to deal with other issues. We need something to solve the complexity
problem.

e The antidote must be testable. We must be able to ask the question, have we
eliminated as much of the complexity from this system as possible? Could we do
a better job?

e The antidote must be reproducible. It must not be based on the experience or
proclivities of agiven individual or group.

e The antidote must be technology neutral. It must not be based on any particular
platform, language, infrastructure, toolset, or solution architecture.

e The antidote must be quickly scalable. It must be an approach that can be rolled
out over the entire federal government.

One Possible Antidote

| believe there is a potential antidote for federal IT complexity. Before | describe this
antidote, | need to offer adisclosure. | have been focusing on the problem of IT
complexity for most of the last decade. | have been refining a methodology that | believe
offers unparalleled ability to reduce IT complexity, both in the private and public sector.
This methodology is called Smple Iterative Partitions, or SIP?*. My suggestionsiin this
section are taken directly from SIP. So understand that while | advocate SIP or some
variant of SIP as a solution to federal IT complexity, | am not an impartial observer of the
SIP methodol ogy.

Most large federal IT projects can be loosdly broken down into four stages: requirements
gathering, architectural development, coding, and deployment. The larger the project, the
more likely it isthat errors will be made in each of these stages. And to make matters
worse, these errors are cumulative (errors in requirements remanifest themselves as errors
in architecture which remanifest themselves as errorsin coding, and so on.) It isthe
accumulation of these errors that puts large projects in jeopardy. It is critical, therefore, to
keep this error rate as low as possible.

The main factor determining the error rate is the complexity of the project. And the
complexity of the project is largely determined by the amount of functionality in the
project. The greater the amount of functionality in the project, the greater the compl exity
and the greater the error rate. The lower the amount of functionality in the project, the
lower the complexity and the lower the error rate.

The trick, then, isnot to do large projects. Instead, do small projects. By partitioning a
large project into a number of small projects, you reduce the complexity of the project as
awhole.

The problem is that when you partition one large project into a number of smaller
projects, you introduce two new types of complexity.



Thefirst type of complexity introduced is the complexity of managing multiple small
projects rather than asingle large one. I'll call this management complexity.

The second type of complexity introduced is the complexity of having the multiple pieces
work together in some type of coordinated workflow. I'll call this workflow complexity.

Both management and workflow complexity are highly dependent on exactly how you
have partitioned the project. If you partition the project correctly, you introduce a
minimum of both management and workflow complexity while greatly reducing your
project complexity. If you partition incorrectly, you introduce more management and
workflow complexity than you save in project complexity.

To ensure that you achieve the best possible partitioning, SIP introduces a new stage into
the project lifecycle. It is the partitioning stage. This stage occurs even before the
requirements gathering stage. In this stage, we partition the project into optimal, smaller
autonomous proj ects based on business function synergies and we then identify the
workflow relationships between them.

We can demonstrate mathematically that when a project is partitioned correctly, we
achieve the best possible bal ance between reducing project complexity and increasing
management/workflow complexity. We can aso use a mathematically based validation
methodology to ensure that the partitioning we have proposed is the best possible
partitioning from a complexity reduction perspective.

Once we have completed the partitioning stage, we move onto the requirements gathering
stage, the architecting stage, the implementation stage, and the deployment stage. But
each of these is done only within the context of one of the smaller projects. Since each of
these smaller projectsis afraction of the size of the pre-partitioned project the complexity
and error rates are much lower.

Can SIP effectively address federal IT complexity? It istoo early to know for sure, but it
is certainly a candidate methodology that deserves close examination.

The Recommendation

There is overwhelming evidence that complexity isamajor problem for federal 1T
projects, costing us astronomically in both dollars and in governmental efficiency. If any
foreign country threatened the U.S. national security as much as complexity does, the
U.S. government would respond immediately. The fact that complexity comes from
within makesit no less of a national threat.

The absolute highest priority for the new federal CTO isto declare a War on Complexity.
Specificaly, | recommend the following steps:

e Drive aconsensus on the need to control complexity.



e |dentify candidate methodologies that show promise in helping control
complexity.

e Test the candidate methodologiesin real life scenarios.

e Choose the one that does the best job of controlling complexity.

e Train project managers throughout the federal government in the use of that
methodol ogy.

e Require the use of that methodology on al new IT projects.

e Continuously reevaluate and refine the methodol ogy.

Complexity is a huge problem, but it is a solvable problem. President Obama has made
an excellent start by promising to name a Chief Technology Officer for the federal
government. If that CTO can wage an effective War on Complexity, that person will have
made an incal culable contribution to the United States of America, and perhaps, to the
world asawhole.
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